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1 Abstract

Mobileagentsandmobilecomputinghavegrownin importancerecently. TheSupervisor-
Worker patternis an architectural patternthat helpsarchitectssolvingtheproblemof
protectingthe mobileagent from leakage and tampering. The fundamentalMaster-
SlavePatterniswidespreadandheavilyusedin traditionalapplications.TheSupervisor-
Worker pattern inherits manyof the Master-Slavepattern’s benefits. It also solves
several of thesecurityissuesof mobileagents.

2 The Supervisor-Worker Pattern

2.1 Intent

The intent of this architecturalpatternis to protecta mobile agentfrom a local at-
tack (e.g. local mobileagentsystem).More specificallyit protectsthe mobile agent
from leakageandtampering[Coulouris96]. Althoughprotectingthe mobileagentthe
advantagesof closelyrelatedpatternsandthemobileagentparadigmarenot lost.

2.2 Moti vation

Scenario Considerthis travel planningexample: You want to stayfor oneweekin
New York andsoyouneedaflight to New York, aroomfor oneweekandaflight back.
An additionalpoint is, that the flight andthe stayshouldbe cheapthoughmeetyour
needs.To book this trip the following componentsareneeded:flight databasescon-
tainingflights, airlines,reservations,andpricesandhoteldatabasescontaininghotels,
prices,andreservationswhereyoucanlook up all theinformation.

To usethe mobile agentparadigmtwo more software componentsare required.
First, mobileagentswhich have theability to move from hostto hoston their on vo-
lition. Second,theagentsystemwhich is executedon top of anoperatingsystemand
providesall the infrastructurefor the mobileagents.The agentsystemalsoexecutes
themobileagents.

In the mobile agentparadigmthe solution to the scenariowould look like this:
you createan mobileagent,thendefineall the constraints(e.g. a rangefor the flight
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costs,durationof thestay, preferredairlines,etc...;for adetaileddescriptionseesection
2.5.3),andinitiate theagent;now theagentmovesaroundin thenetto find aflight and
aroomwhichsuitsyou. It decideslocally at thecurrenthostswhatto donext andonly
keepsthe datawhich will be usedin future (so for examplealreadyfound expensive
flightswill not becarriedwith it all theway).

Themaindrawbackof this paradigmis thelack of securityandespeciallyits tech-
nical feasibility. A lot of researchhasbeendonein thisareabut theremainingproblem
areuntrustedandmalicioushosts,which canattackmobile agents. Travel agencies
could try to cheat,sotheir offerswill betakenastheone,which suitsbest.Thereare
severalwaysthis couldbedone,but all aredonevia tamperingor leakage.

Leakage: theacquisitionof informationby unauthorizedrecipients.

Tampering: theunauthorizedalterationof information(includingprograms).

For examplethe local agentsystemof the travel agency modifiesthe offers the
agenthascollectedso far (changingthe prices), then its offer will be the cheapest
one.Or thelocal agentsystemchangesthelist of travel agenciestheagentis goingto
visit too, so thechancesthat its offer will be thebestoneincreases.Both attacksare
tampering- thelocalagentsystemmodifiestheagent’sdata.

An otherexampleis thatthelocalagentsystemscanstheagentfor thelowestprice
foundsofar andthemake a betteroffer. Sothatat leastat this momentits offer is the
bestone. Or the local agentsystemcould try to get the list of travel agencies,which
will bevisitedtoo, thenaskthepricestherebeforeit makesits final offer. Bothattacks
areleakage- thelocalagentsystemspiesout dataandmisusesit.

Thesolutionfor thisproblemis now, thattheagentdoesnot takesuchinformation
with it. Becausethelessconfidentialinformationthemobileagenttakeswith it theless
it hasto trust the hosts. A agentwithout confidentialinformationis lesslikely to be
attacked,especiallyfor leakageandtampering.

The underlyingpatternis the Master-Slave pattern[Buschmann96]. Bushmann
describedthat for reasonsof fault-tolerance,efficiency, “separationof concerns”,ex-
changeabilityandthepossibilityof concurrentexecutionyou candivide a whole task
into several smalleroneswhich arecarriedout by several slavesin parallelandcon-
trolledby onemaster. Thekey point from theMaster-Slavepattern,interestingfor this
paper, is theseparationof concerns- separatingthemasterfrom theslaves.Themaster
will hold all informationandtheslavesvisit thetravel agencies.Sothecoredesignof
theMaster-Slavepatternwill bereused.

AlthoughtheMaster-Slave patternhasmany benefits,it doesnot introducemech-
anismsfor collectinginformationandcontrolling workers. The solutiongivenabove
thattheagentdoesnottakeconfidentinformationwith it needsthismechanisms.Based
on theMaster-Slavepatternandtheseparationof concernsonepartwill justcollectin-
formationandtheotherpartwill controlit. Soyouneedadifferentdesignthanjust the
Master-Slave pattern.To ensurethatall the informationis processedin the right way
andactionsaredoneat theright time a centralknowledge-baseanda centralmanage-
mentunit areneeded.This centralknowledge-baseandthe centralmanagementunit
will beprotectedfrom malicioushosts.TheSupervisor-Workerpattern,which is built
on top of theMaster-Slavepattern,providesthis infrastructure.
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Figure1: Participantsin theSupervisor-WorkerPattern(Scenario)

Utilizing Supervisor-Worker Pattern

In our travel planningexampleutilizing the Supervisor-Worker patternthe structure
would be designedlike Figure1. You createthe supervisor, who controlsthe flight-
worker and the hotelworker. So the supervisoris the managingcomponentand is
decoupledfrom thetwo workers.Theseworkersareindependentandmovearoundin
thenet. Theflightworker tries to find a flight to New York andbackwhich meetsthe
specificationand the hotelworker tries to find a hotel in New York. Their tasksare
definedby the supervisorwhich coordinatesthem,it keepstrackof all dependencies
andconstraints.For examplethatthedateof thearrival of theflight is thesameasthe
beginningof thereservationof theroom.In ordernotto looseadvantagesof themobile
agentparadigmthesupervisoris a mobileagentitself. Now tamperingandleakageis
preventedbecausetheworkersdonothaveany interestinginformation.After eachhop
they sendbacktheir datato thesupervisor- theflightworker sendsbackthe flights it
hasfoundandthehotelworker sendsbackthehotelsfoundin the local database.The
datawill besentbackasa messageandto protectit simplecryptographicalgorithms
canbeusedto protectit from leakageandtampering.Thesupervisoritself only resides
on trustedhostssoit will not beattacked.

This designimplicitly solvestheproblemsof leakageandtampering.Neithercan
maliciousagentsystemnow spy out any useful information andmisuseit nor does
it make senseto modify themobileagent,becausethe supervisorcoordinatesall and
everythingandif necessarydisposesthe workersandcreatesnew ones. Besidesthis
many benefitsof theMaster-Slave patterncanstill beused,for examplethetaskscan
besplittedandexecutedconcurrently.

2.3 Applicability
� TheSupervisor-Worker patternshouldbeusedwhenyou want to protecta mo-

bile agentfrom amalicioushostconcerningtamperingandleakage.

� TheSupervisor-Workerpatternshouldbeusedwhenyouhavea taskthatis bro-
kendown andservicedby multiple agents.
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2.4 Structure

Agent
 move(dest:URI)

creates

controls

fulfillsTask
*

Worker

 doTask()
 returnResult()
 terminate()

1+

Supervisor

 splitTask()
 delegateSubTask(x:Task)
 combineResults()
 checkConstraints()

1

1
subTask
* 1

ConstraintManager

Resultcontains <name,value>
tupels

1
*

«interface»
IConstraintManager

 addConstraint(t:Task,c:Constraint)
 deleteConstraint(Task:t,c:Constraint)
 checkConstraints(t:Task,r:Result): boolean
 checkConstraint(t:Task,c:Constraint): boolean 
 getConstraints(t:Task): Vector

available:
ROUTING, EXECUTION,
RESULT, MERGING

«interface»
IConstraint
 type: int

Figure2: Structureof theSupervisor-WorkerPattern

2.5 Participants

The whole classdiagramconsistsof two parts: the mobility part and the constraint
managingpart.Themobileagentpartis describedin thenext paragraphs.Thedetailed
descriptionof theconstraintmanagingpartis beyondthescopeof this paper. Only the
interfacesaredefined,sothemethodcallsarestill transparent.

2.5.1 Mobility Part

Themobility partcontainstheclassesandmethods(accordingto Figure3) neededfor
performinganaction,fulfilling thewholetaskandreturninga result.

Agent implementsall basic featuresneededfor mobility. Furthermoreevery agent
hasits own ConstraintManager; whenthetaskis divided,only someconstraints
remain important for eachsubtask(theseconstraintswill be carriedwith the
worker), but the division alsocarriesnew constraints(theseconstraintswill be
storedby thesupervisor).

Supervisor implementsall featuresconcerningtaskdivision, worker-control,andre-
port merging. It developsstrategiesfor completingthewhole task,createssub-
tasksand storesadditional information aboutthem (sub-taskworker relation,
mergedependentconstraints,etc.)
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Worker implementsall methodsneededfor acceptingandfulfilling tasksandsending
reportsto thesupervisor. It alsoprovidestheexecutionenvironmentfor tasks,in
which they canbeexecutedon eachhost.

Task is the basicabstractionof a job which hasto be done. The resultsarestored
within the task-object,andwhen two sub-tasksaremerged, the resultsfor all
sub-taskscanbe freed. The dependenciesbetweenthe sub-tasksarestoredby
thesupervisor(eg. it is uselessto bookaflight, whenyoudo not havea hotel).

Result isaclasswhichstorestuples.Thesetupleshavethefollowingstructure:� name:String,value:Object� .
For eachtask therecanbe several results(several workerscould carry out the
samesubtaskandreturndifferentresults,in orderto archive fault tolerance).

2.5.2 Constraint Managing Part

The constraintmanagingpart is an encapsulatedcomponentwhich implementsthe
following interfaces:

IConstraintManager roughlydefinesall methodsneededto add,modify, deleteand
checkconstraints.

IConstraint is simplified for this paper, and just containsa variable to determine
which type of constraintit is. This is onepossiblesolutionand it is adapted
for this paper.

2.5.3 Constraints

As mentionedseveral times thereare different kinds of constraintsthat have to be
defined(alsolistedin Figure2). Thefour possibleconstraintsconcern:routing,execu-
tion, resultsandtasks.

The first type (routing constraints) definesvariableswhich are importantfor the
moving phaseof themobileagents.Thesecouldbea limitation like a domainrestric-
tion. You could limit the movementto certaindomains,eg. you want the agentsjust
to move in your intranet;you could limit the numberof hoststhe agents(more im-
portantfor theworkers)areallowedto visit; you could limit thenumberof retriesso
your agentsdo not get stucktrying to move to a hostwhich is alwaysdown. These
constraintshave to becheckedbeforeanything concerningmobility is done.Soif the
worker founda new hostwherenew informationcouldbefoundor wherethetaskhas
to be executedtoo, it would have to checkif the constraintsallow it to move there,
otherwiseit will have to chooseanotherone.

Thesecondtype(executionconstraints) definestheenvironmentof theagentsys-
tem to which the workersmove. Thesecould be a limitation of the agentsystem,so
your workerscheckif it is thecorrectone,or onewhich is up-to-date(in combination
with the versionnumber)andprovidesthe specialAPIs the workersneed. The con-
straintscould definewhich hardwareresourcesshouldbe availableand furthermore
which minimal resourcestheworker needs(eg. theamountof memorystorage).Also
software constraintscould be specified,if a specificversionof the database-access
softwareis requiredto fulfill thetaskor anLDAP-service.In contrastto thefirst type
theseconstraintsarevariableanda lot morespecificfor eachtask.This typehasto be
checkedbeforeevery executionof thetaskbecauseif the local agentsystemdoesnot
provide all the neededAPIs or doesnot have enoughmemory, the taskcould not be
finishedeither.
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Thethird type(resultconstraints) is evenmorevariablethanthesecondone.Con-
straintsof this type definetaskspecificconditionslike: how muchmoney shouldthe
trip cost,how long do I want to staywhich aremy preferredairlines,etc. They are
codedby theuserhimselfandoftenarethesamefor all sub-tasks.If theresultof the
actiontheworker did doesnot meetthem,theactionsshouldbeundone.Sowhenthe
worker foundflights but they aretoo expensive or they do not fit into the time-frame
thenit doesnot make any senseto report themto the supervisoror carry the results
further.

Thelasttype(taskconstraints) definestherelationsbetweentheseveralsub-tasks.
Thesearenotinfluencedby theuserbecausethey aregeneratedby thesupervisoritself.
So, for example,whena task is divided into two sub-tasksandonesub-taskcannot
be fulfilled, thena constraintcould say, the other sub-taskis uselessandshouldbe
canceled.Thesearetheonly constraintswhich arestoredby thesupervisor. All other
constraintsarestoredin theworkersandthey checktheconstraintsbeforeeachmove,
beforeeachexecution,and before they sendback any result. The task constraints
have to be checked beforethe resultsof the sub-tasksare mergedand eventuallya
new workerhasto becreatedfor undoinga sub-taskwhich hasbeenfulfilled, because
anothersub-taskcouldnot befulfilled.

2.6 Collaborations

Figure3 shows the Supervisor-Worker patternin a use-casediagram.Theuserhasa
taskwhich hasto befulfilled, sohedefinesthetaskandtheconstraintsfor it. In order
to fulfill a taskyou have to setactions,fulfill constraintsandreturntheresult.Actions
aredoneby the workersat eachhostthey visit. A ConstraintManageris responsible
that thedefinedcriteriaaremetandfinally theSupervisortakesthe responsibilityfor
thewholetaskandonly it decides,whenthewholetaskis finishedandtheresultsare
returned.

User

fulfill task

fulfill constraints

<<include>>

do actions

<<include>>

Supervisor Worker

Constraint-
Manager

return result

<<include>>

Figure3: Use-Casediagramof theproblem

Thecollaborationbetweentheparticipantsin theSupervisor-Workerpatternis de-
pictedin Figure4. Methodcalls for checkingconstraintsarenot shown to avoid con-
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fusion (constraintsarechecked beforeevery methodcall), but they aregiven in the
description.

{while !jobdone}

{while !jobdone}

:User

:Supervisor

:Worker

«create»

delegateTask(x)

ack

splitTask(x)

«create»

delegateSubTask(y)

doTask(y)
returnResults

returnResults

There may/should be
multiple reports.

returnResults

move(dst)

move(dst)

combineResults()

Figure4: Interactiondiagramof theSupervisor-Workerpattern.

1. Theusercreatesthesupervisorandselectsthespecialtasks..

2. The supervisorsplits the tasksinto differentsub-tasksandmoves(obeying its
routingconstraints)to ahostneartheareawheretheworkerswill work.

3. Thesupervisorcreatesworkersanddelegatesthe sub-tasks(obeying its execu-
tion constraints).

4. Theworkersjump to varioushosts(obeying their routingconstraints)andwhile
finishing their task(obeying their executionconstraints)sendingreportsto the
supervisor(obeying their resultconstraints).

5. The supervisormergesthe results(obeying its merging constraints)and will
eventuallystartfrom point2, if thetaskis notfinished.

6. Thesupervisorreportstheresultto theuser.

In the activity diagram(Figure5) you have theactivities describedfor eachcom-
ponent.

2.7 Consequences

Benefits Thebenefitsthatdirectlycomefrom theSupervisor-Workerpatternare:
� Security- Thereis no needfor the workers to carry all information found so

far with them,so the likelihoodof a modificationattackis reducedandother
threatslike tamperingand leakageare prevented. Furthermorecloning is no
longernecessary.
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divide into subtasks

jump to host

create Workers

{wait for results}

Supervisor Worker

analyse the task

jump to host

return result

return result

[else]

combine results

[task not finished or
constraint failed]

finish task

[else]

[task not finished or 
constraint failed]

Figure5: Activity diagramfor thesupervisorandaworker

� Maintainability - Thedecouplingof thecomponents- Supervisor, Worker, and
ConstraintManager - enhancesthe maintainabilityof the whole design. Each
componentcanbeexchangedwithout touchingtheothers’codeor interfaces.

� Simplicity- Thesimpleandstraightforwarddesignof this patternimprovesits
usability and it caneasily incorporatedin frameworks or combinedwith other
patterns.

Side-Effects Besidestheconsequencesthatdirectlycomefrom thepatterntherearea
lot of positivesides-effects,thatcomefrom closelyrelatedpatterns.Thesesides-effects
are:

� Fault tolerance- If oneworker fails to returnwithin a given deadlinethe su-
pervisorcould start anotheroneor redefinethe subtasksand thenstart a new
one.

� Concurrentexecution- Therecanbemany workersworking for onesupervisor
and eachof theseworkers operatesindependently. This speedsup collection
resultsof thesubtasksandsospeedsup thewholeprocess.

Liabilities Thearealsosomeliabilities andtrade-offs whichhave to beconsidered.

� Cryptography- Thesecurityrelieson safetransmissionof themessageswhich
aresentbackto thesupervisor. Neverthelessthelocalagentsystemis interested
in transmittingits datasafe. So thereonly have to bemechanismsthatprevent
thesemessagesfrom outsiders.

� Complexity - Division of tasksis not alwayssimpleanddependsvery muchon
thesituation.Thereforecreatingandhandlingtheconstraintscangetcomplex.
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� Overhead- As therearenow morethanjust oneagentroamingthenet(at least
oneworkerandonesupervisor)theoverheadof network transmissionandman-
agingthesetwo agentshasgrown.

� Requirements- Trustedhostsareneededso the supervisorcanresidethere. In
theworstcasethis will beyour local computerandthesupervisornever moves
to anotherhost.

2.8 Known Use

This patternwill be implementedin the Gypsy Project[Jazayeri99, Gypsy98]. The
GypsyProjectprovidesthe main facilities neededto implementandtestthis pattern.
For thetestscenariotheagentwill collectsysteminformationfrom varioushostsand
thendo additionalresultbasedactions.Theconstraintsin this scenariowill berouting
constraints.Every worker getsa routingconstraintwhich tells him which computerit
shouldcheck. The resultsthenaresentbackto the supervisorandin the endit will
createa shortreportaboutall computers.

2.9 SampleCode

Here is a sampleimplementationfor the supervisorand a worker. Somepartsare
simplifiedandtheinterfacesarealsonot given.

First of all the doTask()methodwill be calledin the supervisorobject. Thenthe
supervisorwill betransferedto thefirst hostwhereit startssplitting thewholetaskand
settingup thesub-tasks.While splitting thetaskit createsseveralworkerswhich will
sendbacktheir results.Thesupervisorwaits for this resultsandfinally mergesthem.
If thetaskis not finishedthenthewholeprocesswill startoveragain.

pub l i c cl ass Superv i sor ext ends Agent {
2 p r i vat e Const rai ntM anager cm;

p r i vat e V ector t ask s ;
4 p r i vat e V ector sentW orker I ds ;

6 pr ot ect ed voi d doTask ( ) {
do {

8 getCur rentHost ( ) . t r ansf er ( t h i s ) ;
spl i t T ask s ( ) ;

10 w ai t For Resul t s ( ) ;
mergeResul ts ( ) ;

12 } whi l e ( ! super t ask . f i n i shed ( ) ) ;
sendResul tsHome ( ) ;

14 }

16 p r i vat e voi d spl i t T ask s ( ) {
/ / 1 . appl y st r at egy to devi de the task

18 / / 2 . r ef i ne const r ai nt s for the subt asks
f or ( i n t i = 0 ; i < t ask s . si ze ( ) ; i ++) {

20 Worker w = new Worker ( subtask , const r ai n t s ) ;
sentW orker I ds . add (w. get I d ( ) ) ;

22 getCur rentHost ( ) . t r ansf er (w) ;
}

24 }
}
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Whenthesupervisorsplitsthetasksandassignstheworker-taskrelation,theworker
will immediatelystartplanningits trip andwill be movedto anotherhost. Therethe
localagentsysteminstantiatestheworkerandcallsits doTask()method.In thismethod
theworker runsits taskandthenreturnstheresults.Finally it will moveon to thenext
host.

pub l i c cl ass Worker ext ends Agent {
2 p r i vat e Const rai ntM anager cm;

p r i vat e Task task ;
4

Worker ( Task t ) { t ask = t ; }
6

pr ot ect ed voi d doTask ( ) {
8 do {

t ask . run ( ) ;
10 addResul t ( t ask . get Resul t ( ) ) ;

getCur rentHost ( ) . t r ansf er ( t h i s ) ;
12 } whi l e ( ! t ask . f i n i shed ( ) ) ;

}
14

p r i vat e voi d addResul t ( Resul t r ) {
16 i f ( cm. check Const r ai nt s ( t ask , r ) )

sendResul tToSuperv i sor ( r ) ;
18 }

}

2.10 RelatedPatterns

Thepatternswhicharerelatedto thisoneis theMaster-Slave[Buschmann96, Lange98].
Asstatedin section2.2thecoredesignof thispatternis incorporatedinto theSupervisor-
Worker pattern.Both main componentsof the Master-Slave patternalsoexist in this
pattern:themaster, which is equivalentto thesupervisorandtheslave,which is equiv-
alentto theworker.
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