The SupervisoiWorker Pattern

SebastiarrischmeisteandWolfgangLugmayr
DistributedSystemsGroup
Argentinierstr8/184-1,A-1040Vienna
TechnicalUniversityof Vienna,Austria
{fischmeistefjugmayr}@infosys.tuwien.ac.at

1 Abstract

Mobile agentsandmobilecomputinchavegrownin importancerecently TheSupervisor
Worker patternis an architectural patternthat helpsarchitectssolvingthe problemof
protectingthe mobile agent from leakage and tampering The fundamentaMaster
SlavePatternis widespeadandheavilyusedn traditionalapplications. TheSupervisor
Worker pattern inherits many of the MasterSlave pattern’s benefits. It also solves
several of the securityissuesof mobileagents.

2 The Supewisor-Worker Pattern

2.1 Intent

The intent of this architecturalpatternis to protecta mobile agentfrom a local at-
tack (e.g. local mobile agentsystem). More specificallyit protectsthe mobile agent
from leakageandtampering[Coulourisg6 Although protectingthe mobile agentthe
adwantage®f closelyrelatedpatternsandthe mobileagentparadigmarenot lost.

2.2 Motivation

Scenario Considerthis travel planningexample: You wantto stayfor oneweekin

New York andsoyouneedaflight to New York, aroomfor oneweekandaflight back.
An additionalpoint is, that the flight andthe stay shouldbe cheapthoughmeetyour
needs.To book this trip the following componentsare needed:flight databaseson-
tainingflights, airlines,resenations,and pricesandhotel databasesontaininghotels,
prices,andresenationswhereyou canlook up all theinformation.

To usethe mobile agentparadigmtwo more software componentsare required.
First, mobile agentswhich have the ability to move from hostto hoston their on vo-
lition. Secondthe agentsystemwhich is executedon top of anoperatingsystemand
providesall the infrastructurefor the mobile agents. The agentsystemalso executes
themobileagents.

In the mobile agentparadigmthe solutionto the scenariowould look like this:
you createan mobile agent,thendefineall the constrainte.g. a rangefor the flight
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costsdurationof thestay preferredairlines,etc...;for adetaileddescriptiorseesection
2.5.3),andinitiate theagent;now theagentmovesaroundin thenetto find aflight and
aroomwhich suitsyou. It decidedocally atthe currenthostswhatto do next andonly
keepsthe datawhich will be usedin future (so for examplealreadyfound expensve
flightswill notbecarriedwith it all theway).

Themaindravbackof this paradigmis thelack of securityandespeciallyits tech-
nicalfeasibility. A lot of researcthasbeendonein this areabut theremainingproblem
are untrustedand malicious hosts,which can attackmobile agents. Travel agencies
couldtry to cheat,sotheir offerswill betakenasthe one,which suitsbest. Thereare
severalwaysthis couldbe done,but all aredonevia tamperingor leakage.

Leakage: theacquisitionof informationby unauthorizedecipients.

Tampering: theunauthorizedlterationof information(including programs).

For examplethe local agentsystemof the travel ageny modifiesthe offers the
agenthascollectedso far (changingthe prices), thenits offer will be the cheapest
one.Or thelocal agentsystemchangeshelist of travel agencieghe agentis goingto
visit too, sothe chanceghatits offer will bethe bestoneincreasesBoth attacksare
tampering thelocal agentsystemmodifiesthe agents data.

An otherexampleis thatthelocal agentsystemscanghe agentfor thelowestprice
found sofar andthe make a betteroffer. Sothatat leastat this momentits offer is the
bestone. Or thelocal agentsystemcouldtry to getthelist of travel agenciesyhich
will bevisitedtoo, thenaskthepricestherebeforeit makesits final offer. Both attacks
areleakage thelocal agentsystemspiesout dataandmisusest.

Thesolutionfor this problemis now, thatthe agentdoesnot take suchinformation
with it. Becausehelessconfidentiainformationthemobileagentakeswith it theless
it hasto trustthe hosts. A agentwithout confidentialinformationis lesslikely to be
attacled,especiallyfor leakageandtampering.

The underlying patternis the MasterSlave pattern[Buschmann9 Bushmann
describedhat for reason®f fault-toleranceefficiengy, “separationof concerns” ex-
changeabilityandthe possibility of concurrenexecutionyou candivide a whole task
into several smalleroneswhich are carriedout by several slavesin paralleland con-
trolled by onemaster Thekey point from the MasterSlave patternjnterestingfor this
paperis theseparatiorof concerns separatinghe masterfrom theslaves. Themaster
will hold all informationandthe slavesvisit thetravel agenciesSothe coredesignof
the MasterSlave patternwill bereused.

Althoughthe MasterSlave patternhasmary benefits,jit doesnotintroducemech-
anismsfor collectinginformationand controllingworkers. The solutiongivenabove
thattheagentdoesnottake confidentinformationwith it needghis mechanismsBased
ontheMasterSlave patternandthe separatiorof concern®nepartwill justcollectin-
formationandtheotherpartwill controlit. Soyou needa differentdesignthanjustthe
MasterSlave pattern. To ensurethatall the informationis processedn the right way
andactionsaredoneat theright time a centralknowledge-basanda centralmanage-
mentunit areneeded.This centralknowledge-bas@andthe centralmanagementnit
will be protectedrom malicioushosts.The SupervisoiWorker pattern,which is built
ontop of the MasterSlave pattern providesthis infrastructure.
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Figurel: Participantsin the SupervisotWorker Pattern(Scenario)

Utilizing Supervisor-Worker Pattern

In our travel planningexampleutilizing the SupervisotWorker patternthe structure
would be designedike Figure1. You createthe supervisor who controlsthe flight-
worker and the hotelworler. So the supervisoris the managingcomponentand is
decoupledrom the two workers. Theseworkersareindependenandmove aroundin
the net. The flightworker triesto find a flight to New York andbackwhich meetsthe
specificationand the hotelworler tries to find a hotelin New York. Their tasksare
definedby the supervisorwhich coordinateshem, it keepstrack of all dependencies
andconstraintsFor examplethatthe dateof the arrival of the flight is the sameasthe
beginningof theresenationof theroom. In ordernotto looseadvantage®f themobile
agentparadigmthe supervisoris a mobile agentitself. Now tamperingandleakages
preventedbecause¢heworkersdo nothave ary interestingnformation. After eachhop
they sendbacktheir datato the supervisor- the flightworker sendsbackthe flights it
hasfoundandthe hotelworler sendsbackthe hotelsfoundin thelocal databaseThe
datawill be sentbackasa messagandto protectit simple cryptographicalgorithms
canbeusedto protectit from leakageandtampering.The supervisotitself only resides
ontrustedhostssoit will notbeattacled.

This designimplicitly solvesthe problemsof leakageandtampering.Neithercan
maliciousagentsystemnow spy out ary usefulinformation and misuseit nor does
it make senseo modify the mobile agent,becauséahe supervisorcoordinatesall and
everythingandif necessarylisposeghe workersandcreatesnew ones. Besideshis
mary benefitsof the MasterSlave patterncanstill be used,for examplethe taskscan
be splittedandexecutedconcurrently

2.3 Applicability

e The SupervisotWorker patternshouldbe usedwhenyou wantto protecta mo-
bile agentfrom a malicioushostconcerningamperingandleakage.

e TheSupervisoiWorker patternshouldbe usedwhenyou have ataskthatis bro-
kendown andservicedby multiple agents.



2.4 Structure
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Figure?2: Structureof the SupervisotWorker Pattern

2.5 Participants

The whole classdiagramconsistsof two parts: the mobility part and the constraint
managingpart. Themobileagentpartis describedn thenext paragraphsThedetailed
descriptionof the constraintmanagingartis beyondthe scopeof this paper Only the
interfacesaredefined,sothe methodcallsarestill transparent.

2.5.1 Mobility Part

Themobility partcontainghe classesandmethodgaccordingto Figure 3) neededor
performinganaction,fulfilling thewholetaskandreturningaresult.

Agent implementsall basicfeaturesneededfor mobility. Furthermoreevery agent
hasits own ConstraintManager; whenthetaskis divided,only someconstraints
remainimportantfor eachsubtask(theseconstraintswill be carriedwith the
worker), but the division also carriesnew constraintgtheseconstraintswill be
storedby the supervisor).

Supervisor implementsall featuresconcerningtaskdivision, worker-control, andre-
port meming. It developsstratgiesfor completingthe whole task, createssub-
tasksand storesadditionalinformation aboutthem (sub-taskworker relation,
mergedependentonstraintsetc.)



Worker implementsall methodsneededor acceptingandfulfilling tasksandsending
reportsto thesupervisorlt alsoprovidesthe executionervironmentfor tasks,in
whichthey canbeexecutedon eachhost.

Task is the basicabstractionof a job which hasto be done. The resultsare stored
within the task-objectandwhentwo sub-tasksare memged, the resultsfor all
sub-taskscanbe freed. The dependenciebetweenthe sub-tasksare storedby
thesupervisoreg. it is uselesso booka flight, whenyou do nothave a hotel).

Result isaclasswhichstoreduples.Theseupleshavethefollowing structure:<nameStringvalueObject>.
For eachtasktherecanbe several results(several workers could carry out the
samesubtaskandreturndifferentresults,in orderto archive faulttolerance).

2.5.2 Constraint Managing Part

The constraintmanagingpart is an encapsulate@omponentwhich implementsthe
following interfaces:

IConstraintManager roughly definesall methodsneededo add, modify, deleteand
checkconstraints.

IConstraint is simplified for this paper and just containsa variableto determine
which type of constraintit is. This is one possiblesolutionandit is adapted
for this paper

2.5.3 Constraints

As mentionedseveral times there are differentkinds of constraintsthat have to be
defined(alsolistedin Figure2). Thefour possibleconstraintsoncernrouting,execu-
tion, resultsandtasks.

The first type (routing constaints) definesvariableswhich are importantfor the
moving phaseof the mobile agents.Thesecould be a limitation like a domainrestric-
tion. You couldlimit the movementto certaindomains,eg. you wantthe agentgust
to move in your intranet; you could limit the numberof hoststhe agents(moreim-
portantfor the workers)areallowedto visit; you could limit the numberof retriesso
your agentsdo not get stucktrying to move to a hostwhich is alwaysdown. These
constraintshave to be checled beforeanything concerningmobility is done. Soif the
workerfoundanew hostwherenew informationcould be found or wherethetaskhas
to be executedtoo, it would have to checkif the constraintsallow it to move there,
otherwiseit will have to chooseanotherone.

The secondype (executionconstaints) definesthe ervironmentof the agentsys-
temto which the workersmove. Thesecould be a limitation of the agentsystem,so
yourworkerscheckif it is the correctone,or onewhich is up-to-datein combination
with the versionnumber)and providesthe specialAPIs the workersneed. The con-
straintscould definewhich hardware resourceshouldbe available and furthermore
which minimal resourceshe worker needgeg. theamountof memorystorage) Also
software constraintscould be specified,if a specificversionof the database-access
softwareis requiredto fulfill thetaskor anLDAP-service.In contrasto thefirst type
theseconstraintarevariableandalot morespecificfor eachtask. This type hasto be
checledbeforeevery executionof the taskbecauséf the local agentsystemdoesnot
provide all the neededAPIs or doesnot have enoughmemory the task could not be
finishedeither



Thethird type (resultconstrints) is evenmorevariablethanthe secondone.Con-
straintsof this type definetask specificconditionslike: how muchmoney shouldthe
trip cost,how long do | wantto staywhich are my preferredairlines, etc. They are
codedby the userhimselfandoften arethe samefor all sub-taskslIf theresultof the
actionthe worker did doesnot meetthem,the actionsshouldbe undone.Sowhenthe
worker found flights but they aretoo expensve or they do notfit into the time-frame
thenit doesnot make ary senseto reportthemto the supervisoror carry the results
further.

Thelasttype (taskconstaints) definesherelationsbetweerthe several sub-tasks.
Thesearenotinfluencedy theuserbecause¢hey aregeneratedby thesupervisoitself.
So, for example,whena taskis divided into two sub-tasksand one sub-taskcannot
be fulfilled, thena constraintcould say the other sub-taskis uselessand shouldbe
canceled.Thesearethe only constraintavhich arestoredby the supervisor All other
constraintarestoredin the workersandthey checkthe constraintdeforeeachmove,
before eachexecution, and beforethey sendback ary result. The task constraints
have to be checled beforethe resultsof the sub-tasksare memged and eventually a
new worker hasto be createdor undoinga sub-taskwhich hasbeenfulfilled, because
anothersub-taskcould not befulfilled.

2.6 Collaborations

Figure 3 shaws the SupervisoitWorker patternin a use-caseliagram. The userhasa
taskwhich hasto befulfilled, sohe definesthetaskandthe constraintdor it. In order
to fulfill ataskyou haveto setactionsfulfill constraintaandreturntheresult. Actions
aredoneby the workersat eachhostthey visit. A ConstraintManageis responsible
thatthe definedcriteriaaremetandfinally the Supervisotakesthe responsibilityfor
thewholetaskandonly it decideswhenthe wholetaskis finishedandtheresultsare
returned.
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Figure3: Use-Casealiagramof the problem

The collaborationbetweerthe participantsn the SupervisoiWorker patternis de-
pictedin Figure4. Methodcallsfor checkingconstraintsarenot shavn to avoid con-



fusion (constraintsare checled beforeevery methodcall), but they are givenin the

description.
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Figure4: Interactiondiagramof the SupervisotWorker pattern.

. Theusercreateghesupervisomandselectghe specialtasks..

. The supervisorsplits the tasksinto differentsub-tasksand moves (obeying its

routingconstraints}o a hostnearthe areawherethe workerswill work.

. The supervisorcreatesvorkersand delgyatesthe sub-taskgobeying its execu-

tion constraints).

. Theworkersjump to varioushosts(obeying their routing constraintsandwhile

finishing their task (obeying their executionconstraints)sendingreportsto the
supervisoobeying their resultconstraints).

. The supervisormemgesthe results(obeying its memging constraints)and will

eventuallystartfrom point 2, if thetaskis notfinished.

Thesupervisoreportstheresultto theuser

In the actiity diagram(Figure5) you have the actiities describedor eachcom-
ponent.

2.7

Consequences

Benefits Thebenefitshatdirectly comefrom the SupervisoiWorker patternare:

e Security- Thereis no needfor the workersto carry all informationfound so

far with them, so the likelihood of a modificationattackis reducedand other
threatslike tamperingand leakageare prevented. Furthermorecloning is no
longernecessary
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Figure5: Activity diagramfor the supervisolandaworker

¢ Maintainability - The decouplingof the components Supervisoy Worker, and
ConstaintMangager - enhanceshe maintainability of the whole design. Each
componentanbeexchangedvithouttouchingthe others’codeor interfaces.

¢ Simplicity- The simpleandstraightforward designof this patternimprovesits
usability andit caneasilyincorporatedn framewnorks or combinedwith other
patterns.

Side-Effects Besidegheconsequencdbatdirectlycomefrom thepatterrtherearea
lot of positive sides-effects, thatcomefrom closelyrelatedpatterns Thesesides-efiects
are:

e Fault tolerance- If oneworker fails to returnwithin a given deadlinethe su-
pervisorcould startanotherone or redefinethe subtasksand then starta new
one.

e Concurentexecution- Therecanbe mary workersworking for onesupervisor
and eachof theseworkers operatesndependently This speedsup collection
resultsof thesubtasksandsospeedsip thewhole process.

Liabilities Thearealsosomeliabilities andtrade-ofs which have to be considered.

¢ Cryptagraphy- The securityrelieson safetransmissiorof the messagewhich
aresentbackto the supervisor Neverthelesshe local agentsystemis interested
in transmittingits datasafe. Sothereonly have to be mechanismshat prevent
thesemessageffom outsiders.

e Compleity - Division of tasksis not alwayssimpleanddepends/ery muchon
thesituation.Thereforecreatingandhandlingthe constraintcangetcomplex.



e Overhead Astherearenow morethanjust oneagentroamingthe net(atleast
oneworker andonesupervisorthe overheadf network transmissiorandman-
agingthesetwo agentshasgrown.

e Requiements Trustedhostsare neededso the supervisorcanresidethere. In
theworst casethis will be yourlocal computerandthe supervisomever moves
to anotherhost.

2.8 Known Use

This patternwill be implementedin the Gypsy Project[Jazayeri9Q9Gypsy98. The
Gypsy Projectprovidesthe mainfacilities neededo implementandtestthis pattern.
For the testscenariathe agentwill collectsysteminformationfrom varioushostsand
thendo additionalresultbasedactions.The constraintsn this scenariowill berouting
constraints Every worker getsa routing constraintwhich tells him which computerit
shouldcheck. The resultsthenare sentbackto the supervisorandin the endit will
createa shortreportaboutall computers.

2.9 SampleCode

Hereis a sampleimplementationfor the supervisorand a worker. Somepartsare
simplifiedandtheinterfacesarealsonot given.

First of all the doTask() methodwill be calledin the supervisorobject. Thenthe
supervisowill betransferedo thefirst hostwhereit startssplittingthewholetaskand
settingup the sub-tasks While splitting the taskit createsseseralworkerswhich will
sendbacktheir results. The supervisomwaits for this resultsandfinally mergesthem.
If thetaskis notfinishedthenthewhole processwill startoveragain.

public class Supervisor extends Agent {

2 private ConstraintManager cm;
private Vector tasks;
4 private Vector sentWorkerlds;
6 protected void doTask () {
do {
8 getCurrentHost (). transfer (this);
splitTasks ();
10 waitForResults ();
mergeResults ();
12 } while (! supertask . finished ());
sendResultsHome ();
14 }
16 private void splitTasks () {
/1l 1. apply strategy to devide the task
18 /1 2. refine constraints for the subtasks
for (int i = 0; i < tasks.size(); i++){
20 Worker w = new Worker ( subtask , constraints);
sentWorkerlds. add (w. getld ());
2 getCurrentHost (). transfer (w);
}
24 }
}



Whenthesupervisosplitsthetasksandassignsheworker-taskrelation,theworker
will immediatelystartplanningits trip andwill be movedto anotherhost. Therethe
localagentsysteninstantiatesheworkerandcallsits doTask()method.In thismethod
theworker runsits taskandthenreturnstheresults.Finally it will move onto the next
host.

public class Worker extends Agent {
2 private ConstraintManager cm;
private Task task;

Worker (Task t) { task = t; }

protected void doTask () {

8 do {
task . run ();
10 addResult (task . getResult ());
getCurrentHost (). transfer (this);
12 } while (! task . finished ());
}

14
private void addResult(Result r) {
16 if (cm.checkConstraints (task, r))
sendResultToSupervisor (r);

18 }

2.10 RelatedPatterns

Thepatternsvhicharerelatedto this oneis theMasterSlave[Buschmann98.ange98.
As statedn section2.2thecoredesignof thispatternis incorporatednto theSupervisor
Worker pattern. Both main component®f the MasterSlave patternalsoexist in this
pattern:themasterwhichis equivalentto the supervisorlndthe slave, whichis equiv-
alentto theworker.
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